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Cybersecurity and data privacy are increasingly high priority issues in M&A due diligence.
Post-signing revelations about data breaches, significant penalties imposed by regulators
for due diligence lapses and increasing legislative attention to the protection of data
privacy mean that these issues will remain "hot buttons" for both buyers and sellers for
the foreseeable future. Come hear a panel of three leading lawyers discuss how to
approach cybersecurity due diligence, and how to address and mitigate cybersecurity risks
in M&A transactions. Join:

Jeff Dodd, Partner, Hunton Andrews Kurth LLP
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John Jenkins, DealLawyers.com, Editor: Hi, this is John Jenkins, editor of
DealLawyers.com, and I'd like to welcome you to today's program. It's "Cybersecurity Due
Diligence in M&A."

We had our first webcast on cybersecurity due diligence a couple years ago and we
decided to bring it back for an update this year because this is an area that is rapidly
evolving and where the stakes for dealmakers are only getting higher.

Joining me today, we have a great panel. We've got Jeff Dodd. Jeff's a partner at Hunton
Andrews Kurth. Sten-Erik Hoidal, who is a partner at Fredrikson & Byron and my colleague
Jamie Ramsey, who is a partner of mine at Calfee, Halter & Griswold.

We have a lot to cover today. So, without further ado, I'm going to turn the webcast over
to Jeff, who's going to kick things off with a discussion about how to assess and prioritize
cybersecurity risks. Jeff?

 How to Assess & Prioritize Cybersecurity Risks

Jeff Dodd, Partner, Hunton Andrews Kurth: Great. Thank you, John. Welcome,
everybody. I appreciate the opportunity to discuss this very important topic. It seems like
almost every day there's something in the papers about yet another breach or privacy
issue. In today's paper, they were talking about the hack or alleged hack of Jeff Bezos by
Saudi Arabia, supposedly.
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It's in the news; your clients, our clients are all aware that this is a risk. When talking
about assessing and prioritizing risk, I'm going to take the perspective of really a deal
lawyer. I do write about cybersecurity topics and deal with them in and I have a treatise
on information law that I work on. But really, my primary business is as a lawyer in M&A
and other transactions.

You don't always have the benefit of a huge team of people like fortunately we have at
Hunton that are focused solely on cybersecurity. But even if you do have that, if you're
the person who's in charge of running a deal, then you've got to look at the cybersecurity
risks in the context of the entire deal.

I want to talk about the constraints that puts on assessing and prioritizing risks and then
go into how one might go about approaching the business in the context of a merger and
acquisition. I'm going to do that from the perspective of a buyer's counsel because that's
the best way to peel this onion.

First of all, just consider what you're doing in the deal context. There are a number of
competing interests going on. There are financial, there's financial due diligence, concerns
about quality of earnings, environmental risks, and lots of other risks that are also in the
mix that you're trying to assess about the target and the business. So, there's usually
competing demands on interest.

There's also resources, and the most precious of all, time. It seems that very often,
lawyers are pressed into service toward the end and not toward the beginning. You have
to think about basically the fog of the deal.

When you take that into context, one of the things that maybe affects what you would see
in a M&A deal when you're assessing cyber-risk but you wouldn't necessarily see if you
are tasked by a client to, say, help them noodle through what their privacy policies and
practices should be and how they should address them or address a cybersecurity
vulnerability or an incident. In this context what you have is a situation where you can
use the normal tools in a deal to help you prioritize, at least on one level.

To be more specific, you're going to want to assess or help your client assess what
realistically can be done in the pre-closing diligence. Sten's going to get into that in some
depth.

Another set of risks you might not necessarily be able to, given the constraints of the
deal, address everything pre-signing but maybe pre-closing. So, that's going to affect
maybe the conditions and the covenants.

Quite frankly, very often some risks are not going to necessarily be the type that you can
realistically be expected to identify. Those might be the subject of the traditional tools of
an M&A lawyer, which are representations and warranties and indemnities and the like.
Those are also available tools and we'll talk a little bit about those later on.

One thing that is not often focused on but is important, in the context of M&A, is very
often, and you should be looking at the integration after the deal, and some tools to deal
with post-closing integration with respect to cyber-securities is it could be that you isolate
certain data sets and make the transition services agreement work for you to address
some of the risk that might be after the deal that you just have to postpone.

That overlay is a little bit different in the context of M&A. Obviously other deal constraints
are the structure of the deal itself, whether it's a public company, private company we all
know you're not really necessarily going to get indemnities and the like, and so you rely
on conditions and covenants and the reps.
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How quickly the deal is moving is obviously a constraint. The deal structure, whether it's
an asset sale or stock merger, those are all going to affect assessment.

The other thing that I'll mention real quickly, and then I want to get into more specific
about the parties, is - as you're getting ready to embark on whether it's diligence or
addressing how you're going to craft your provisions, you need to understand what type
of resources are going to be available to you, internal and external, as well as what
resources are and commitments are being made by the seller.

Sten's going to get into those sort of matters, but those are all important factors to affect
exactly what risks you can address and adequately.

With that high level on the deal itself, let's talk very briefly about the initial assessment
you do. Orient yourself when you're looking to help the client identify and prioritize the
risks that should be addressed.

The first one is obvious and that is what do the buyer and seller do. What industry are
they in, what are the kind of datasets that you would expect to get that would have some
implications? Like, for example, if they're consumer oriented, there would be credit card
data.

Maybe it's health care, maybe it's financial; there's going to be some regulatory related
aspects that could impact it and Jamie will be talking a lot about aspects of legal
compliance.

You also are going to be looking at your own client. If you're representing the buyer, and
one of the things that you need to do, which might sound unusual, is just find what your
client has done and is doing.

Have they done risk assessment themselves? What type of plans and policies do they
have in place? What systems do they have in place? What data are they using and what
has been their experience with respect to risks they've actually faced? That information
can be crucial.

It's not necessarily determinant completely but it's crucial in setting a baseline of the
expectations of the client and also helping you identify what things should be put on the
highest priority list.

Then of course you're going to look at the seller. What initial assessments can be made
about the seller, both from public records, but also what's been told to the buyer already
or what type of materials have been provided? Very important for you to help to get
oriented so you can start identifying what you need to attack.

The other thing, of course, is you're going to want to look at industry related data and
information and you'll pull out lots of different taxonomies and matrices for assessing and
prioritizing risk.

You'll have those at hand but you need it crafted for the deal at hand and really narrow it
down, quite honestly. In my experience, very often you're really going to have to spend a
lot of effort to prioritize with your client those risks that really can be addressed in the
relevant timeframe.

Based on all this, and the deal constraints and the initial assessments and the like, you
start to build a matrix.



2/26/2020 Webcast

https://www.deallawyers.com/member/programs/Webcast/2020/01_23/transcript.htm 4/15

The first line it would cut across is the one I mentioned at the very beginning, and that is
unlike other situations, you're going to try to divide things into what do I need to address,
what can I address now pre-signing, what is going to have to be addressed after, what is
going to be really, as best we can tell, subject to change through the process on what I'm
going to have to hunt on quite frankly until a little bit later on in terms of risk allocation
and what am I going to leave to integration?

Another axis, if you will, in this is going to be what are the data that you're really
expecting and what are the compliance and privacy and those sort of issues that you have
to overlay in any type of assessment?

This might sound kind of surprising, but one of the determinants you have to make in
light of what you're looking at is you're not necessarily going to be able to do a
comprehensive vulnerability assessment and analysis.

You might very well ask your client, look, do you want me to focus on or do you want us
to focus primarily on breaches or highly likely breaches or highly expected breaches
versus incidents?

Incidents are where there might be a compromise but it doesn't necessarily relate to
actual exfiltration or use of data so, you might want to prioritize how, in terms of the risk
profile, we really focused on the things that are most likely to be in the breach category
based on experience of the client and also in the industry.

Then you'll break that down into the sources of threat and the types of threat and the
assets that would be addressed.

So, you look at all that and you start to compile essentially a matrix. Let's use a concrete
example.

Say your client, after listening to you, after going through and doing this initial review and
assessment, says "look, what I want to focus on is the highly likely or actual breaches
that we can discern and based on industry, my experience, what I think is going on
generally in terms of trends".

We also want to look at really some specific data, how it's handled, in the legal and policy
compliance. They might address all those things. So, you develop a roadmap as to at least
the initial things that you know you got to tackle.

If we look at breach, for example, the breaches are in a recent survey basically 5 percent
of the total incident universe that had been identified. Of those, if you really look at it and
you start to break down where breaches come from, 69% come from outside and 34%
come from inside and that also includes those who insist on some outside actors.

These are the actors. I'm now developing what am I going to be looking for in terms of
vulnerability. I'm primarily going to focus on where outsiders might be looking for
vulnerabilities, what they might be doing.

The type of action that in terms of high probabilities, 52% according to recent survey
come from hacking and 28% from malware. If you look at malware, that's going to
include backdoors and command and control type of programs and the like.

Still, your vulnerable points are your people, e-mail, stolen credentials, phishing; there's a
variety of ways that people go in, they try to create the hacking environment and plant
the malware.
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Interestingly, the other thing that is sometimes overlooked is that 50% of breaches, not
just incidents but breaches, come from misuse by authorized users. You really focus in on
kind of the employee set and who has access and how they do it, that's a fairly significant
percentage.

21%, and this is even more surprising, came from just rank error. A lot of that is in the
I.T. department. Nothing malicious or anything like that, but just left some open
vulnerability. When you look at your systems, you're going to look in those pockets to see
where things are.

Finally, I'll mention that on the assets that you look at, you're going to want to look at the
servers and oddly enough webpages. According to interviews with hackers by the secret
service, many of these hackers get in through webpages but they use that to access and
get in through networks and e-mail systems and the like.

That helps give you get a framework for the type of things you might look at. The point is
that you have to have an organizing principle. You can't look at the entire universe; you
have to have an organizing principle. Creating a matrix, trying to address whether it's
based off a breach or the type of data or all these other factors we've talked about, you
have to get a roadmap or you'll spin your wheels a little bit.

With that, I'm going to turn it over to Sten who's going to talk about the due diligence
process.

 The Cybersecurity Due Diligence Process

Sten-Erik Hoidal, Partner, Fredrikson & Byron: Well, thank you, Jeff. Thank you for that
overview of how to assess and prioritize cyber-risks in the context of an M&A deal. Thanks
to all the listeners for being on today.

I'll start by talking about the cybersecurity and privacy diligence process. I'm going to talk
about both of those items because they're corollaries and they should be mentioned in the
same discussion about diligence.

Before I do so, I do want to note one thing that Jeff mentioned. He talked about a mix of
competing concerns in any M&A deal. A few years back, I don't know that privacy and
security really were considered by many deal lawyers to be part of that mix.

Today, they are considered by many deal lawyers to be part of that mix, but not
necessarily every deal lawyer. I will make the case that privacy and security concerns,
data security concerns are and should be a part of every deal.

With the new legal compliance obligations that are out there that you're going to hear a
little bit more about later and with any deal that involves an I.T. asset, you're going to
have privacy and security concerns. Those subject matter experts should be part of the
deal team on pretty much any deal.

Instead of saving the best for last, I’ll start out with dessert first and talk about a couple
takeaways that are important for the diligence process. These are the three things that
really have been valuable to me in the diligence process on these issues. I’ll share those
before jumping into kind of a broader discussion.

In the first takeaway, if I had to leave you with anything is when you're doing diligence in
these issues, it is imperative to understand what the drivers are in the deal for your
clients, understand your clients' vision for the transaction because that lens is going to
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impact not only how you help them analyze risk, but also where you're focusing attention
during the diligence process.

To be a little more concrete about that, you're going to want to know what data assets are
drivers for this deal? How focused is your client on the target's customer contacts?

To an issue that Jeff mentioned, what's happening with integration? Are the target's I.T.
systems going to be integrated with your client's I.T. systems? Is the target going to be
stood up and continue to operate on its own with its own I.T. systems? All of that matters
when you're considering risk and the focus of your diligence efforts.

The second takeaway that I'd leave you with is if at all possible, have a call, or multiple
calls, if you can, with the individuals at the target during the diligence phase that are the
people who are responsible for and understand the target's data security and privacy
practices.

Diligence responses are a bit like discovery responses in litigation. You can get some
useful information, but the most useful information has come on those calls. It's one thing
for somebody to tell you what type of cybersecurity incident they had before and dress it
up in a description, but it's a whole other thing for them to have to answer questions
about it.

If you have a team member who's focused on his issues I would encourage them to have
a call with their counterparts on the other side. Then maybe the primary or the bulk of
this discussion is going to be related to buy-side considerations.

On the sell-side, make a plea for the subject matter expert, if you can involve the privacy
and security deal team member early or give consideration to these issues early on the
sell-side before you start exchanging drafts and before you're in the diligence process,
that can be very helpful because it will allow that team member to figure out where the
bodies are buried for the selling entity and to head off potential issues or that may be out
there and to try to mitigate those before you even get into diligence.

Let's jump into the diligence process. Starting with the goals of the diligence process
ultimately, you're trying to accomplish a couple things through diligence.

First off, you're going to be trying to identify limitations on the target company's ability or
your client's ability to use post-closing the target's data assets, the ability to transfer
those assets to your client and then any restrictions on the use of those assets. That's one
of the big goals if I'm outlining them for the diligence process.

Another would be to obviously reveal any hidden or uncertain liabilities based on past
conduct, past breaches, past failures to comply with legal obligations and related to that
determining any hidden costs. If you've got potential liabilities standing out there, what
are the costs associated with that?

If you've got I.T. system issues or upgrades that are necessary, what are the costs
associated with that? All that can kind of help your buyer, your client with the lens that
they're going to use in moving forward with the transaction and what they're going to do
post-closing.

As part of the diligence request list for any deal, again, data privacy and security question
should be part of that. There are the common categories that are asked about; prior
breaches, compliance with legal obligations, whether contractual or statutory or
regulatory.
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There are pretty robust sets of those requests available for anybody to Google online.
What I want to talk about isn't necessarily the specific questions you should ask, but the
framework that you should use in analyzing these issues.

It's extremely important to have an analytical framework to make sure that you're having
a thoughtful and comprehensive discussion and analysis around these issues during the
diligence process.

I'll talk about my framework, how I view these issues and how I start my analysis.
Typically, it starts with the data assets. Understanding what the key data assets are for
the target company and how sensitive they are.

Are we talking about health data? Are we talking personal data? What kind of data are we
dealing with? Trade secrets? Then understanding how they're used by the company, any
personal information that's collected by the company, what the source of that information
is.

Then I blossom outward from there because that's the nugget that usually forms my
analytical framework. Going beyond that, you start looking at location and storage, where
geographically is this information or data stored? Is it hosted on-site? What's the specific
I.T. architecture around these issues?

Taking a step beyond that, things like access and access limitations within the target
company. Who are the groups and individuals that have access to various categories of
information? Is that access limited at all? Do vendors have access to that information? Are
there any contractual restrictions on those vendors? Do clients have access to the
information?

Really trying to get a comprehensive picture of not only what the data asset is, but also
where it's located, who has access to it. When you take a step beyond that, you start to
look at obligations around the data assets. What are the applicable legal regimes? What
contractual commitments has the target company made with regard to the personal data
or other types of data that's core to the transaction?

Looking at policy, privacy policies, representations that the target company has made
relating to their privacy practices and their ability to comply with those legal obligations
and contractual commitments. Are they in compliance or are they not in compliance?

Then I will focus on the administrative and technical and organizational security
measures.

Looking at their information security program, the privacy program, their specific policies,
their incidence response, how are they set up to deal with incidents? What sort of training
and testing they do on security issues, any certifications that they have and, significantly,
prior incidents. Were there any? What happened? How was it remediated and what's the
potential lingering effects for a buyer?

Last, and this isn't necessarily done by the law firm in every deal, but you'll look at the
technical security. Sometimes, depending on the buyer, they'll bring in outside I.T.
forensics firms to do the technical diligence; sometimes they're relying on their lawyers to
help them with that diligence.

It's an important aspect to have somebody focusing on, particularly around if a given
product is a driver for the deal. Any sort of technology product, understanding what the
security is around that product to the extent it's gathering any personal information or
sensitive information. That can be key.
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Overall, that's the analytical framework that I use for this. Again, there's no one-size-fits-
all analytical framework, but it helps orient and make sure that your processing going
through diligence hits all the right things.

With that, I'm going to turn it over to Jamie to talk about some regulatory developments.

 Regulatory Developments Impacting Cybersecurity & Data Privacy Due
Diligence

Jamie Ramsey, Partner, Calfee, Halter & Griswold: Thanks, Sten. I'm going to walk
through some of the existing regulatory components that we consider when we're doing
due diligence, as well as talk about some of the developments, things that are coming
down the pipe.

As you've no doubt heard in the news and the newspapers, there really is no, at this
point, federal privacy legislation like there is in the European Union here in the United
States with respect to privacy. The federal government has done it piecemeal.

One of the areas that you would want to look at would be federal laws like HIPAA, the
Gramm-Leach-Bliley Act and the Children's Online Privacy Protection Act. But those are
very specific, very focused; they're not broad and sweeping. With HIPAA, you certainly
would want to look for compliance with the privacy rule and the security rule to the extent
that the seller is collecting health information.

Gramm-Leach-Bliley dealing with financial institutions, and of course if the company is
dealing with any type of information relating to children, then you're going to want to
comply with COPPA.

From a general standpoint, while there isn't a federal privacy law, there is, so to speak, a
broad federal security law. Oddly enough, it's the Federal Trade Commission Act, which
was written or enacted in 1914 during the Woodrow Wilson Administration. It is crazy that
is the law that the FTC is using to enforce cybersecurity issues, but Section 5 of the FTC
Act regulates deceptive and unfair trade practices.

The FTC has come out and said that a deceptive trade practice, an example of that would
be having a privacy notice that's false or misleading. When you're doing your diligence, of
course you'd want to see the privacy notices, but confirm that they are in fact complying
and have been complying with those privacy notices because you could very well be
buying an FTC investigation for engaging in deceptive trade practices.

The other component, the unfair trade practices, the FTC has said they consider it an
unfair trade practice to not have reasonable security measures in place to protect people's
personal information.

Now, the FTC doesn't have rulemaking authority, so they won't tell you what's reasonable.
They say look at our other enforcement actions; look what we've done in the past. What's
reasonable depends on your industry, your business; we're not going to give you a set of
black letter rules that you follow, check the box and you're done. Reasonableness is going
to depend on your business and the industry and a lot of different factors.

If you look at prior enforcement actions, things like not having an incident response plan,
which was talked about, not having an encryption policy or not having a strong password
policy, all of those things could get companies in trouble if there happens to be a breach.

The very first thing the FTC is going to ask for is a copy of the incidence response plan.
When you're looking at a seller, the questions you would want to ask for compliance with
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just general FTC guidelines is whether they have a strong information governance
program in place. What are their policies and procedures? Are things encrypted? Do they
have strong passwords? Things like that.

It even extends to third-party vendors. The FTC has said, look, you might very well be
outsourcing your HR or your payroll to a third party, but you have to do your due diligence
and make sure that that company has reasonable security measures in place. We're not
going to give you a free pass just because you're outsourcing it.

You're going to want to look for contracts with third parties and any supportive due
diligence that the seller has done with respect to those companies, and whether they have
security measures in place.

We've mentioned the specific federal laws. Early in the conversation, there was a mention
of credit cards. While it's not required by law, it is required by the agreements with the
credit card industry that the processors of credit card information are what's called PCI
DSS compliant. Yearly, they have to get certified.

If you're dealing with a company that processes credit cards, you're going to want to
make sure that they are PCI, which is payment card industry, DSS certified as being
compliant. As far as developing law, just this summer, the Department of Defense has
come out with a new framework.

Whether you are the buyer or the seller, to the extent you are dealing with contracts with
the government or with the Defense Department, dealing with sensitive but unclassified
information, the current DOD rules require you to self-certify regarding your compliance
with the NIST standards, which is a technical standard or a group of standards for security
measures to have in place. If you don't have those in place and you can't self-certify, then
you can't do business with the Department of Defense.

Now, starting in June of 2020, that is changing with their cybersecurity maturity model
certification, CMMC. That's going to apply in June of 2020; it will apply to all DOD
contractors and subcontractors who handle sensitive, unclassified information. Instead of
doing a self-certification, they are going to require you to have a third party do the
certification process.

They're going to measure your technical practices and the process of maturity against
published standards. Now, the standard is the same NIST standard, but you're going to
have to go through a third party doing it rather than doing self-certification. There are five
levels, one through five, five being the highest and best.

Depending on what type of information you are collecting or getting contact with will
determine what level you have to get. That's coming in June of 2020. A lot of contractors
were taken by surprise even with the self-certification.

I've had clients contact me and say "what is this NIST standard and why can't I do
business with the federal government if I'm not compliant with that?" Well, it just got a
little more complicated with the Department of Defense.

The next area are data protection laws, privacy laws. The two of them that are all over the
news, the European Union's General Data Protection Regulation and California's Consumer
Privacy Act.

GDPR is the most comprehensive piece of privacy legislation in the world. It took over four
years to negotiate and had over 4,000 amendments. It is broad and sweeping and it could
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apply if the company is doing business in the E.U., has an office in the E.U. or is
monitoring citizens of the E.U.

A lot of times companies will say, "well, we don't do business in the E.U." And say, "well,
do you monitor the citizens?" "No, we don't monitor anybody." "Well, do you have a
website?" "Yes." "Do you use Google Analytics?" "Yes." "Then you are monitoring people in
the E.U. Anybody who visits that website is being monitored and you might have to
comply with GDPR."

Questions about whether they are doing business in the E.U. or their website practices,
you're going to have to look at how much traffic they're actually getting from the E.U. If
the website is collecting, say you can pay for products and services with the euro, that is
a sign that you are hoping people from the E.U. are coming to your website. Perhaps you
need to update your privacy notice to alert them of their rights under the GDPR.

State laws, California, just like they were the first to enact a breach notification law back
in 2003 and now all 50 states have their own breach notification laws, California has
enacted a privacy law which some are calling "GDPR light". But it was very hastily
enacted.

There was going to be a referendum on the ballot and the state legislature and the
governor, within a matter of two weeks, passed a piece of legislation that had been stalled
in the Senate. They agreed to enact it and cut a deal with the activists who got the
signatures to get this bill on the referendum.

They cut a deal and said "cool the referendum and we'll enact this legislation". The reason
they did that is the only way you can amend a referendum is to have another referendum.
They wanted to be able to work with this law and continue to amend it.

Now, it's problematic for a lot of reasons, one of which - it went into effect January 1,
2020. Companies are scrambling to comply. Enforcement actions aren't going to start until
July 1, 2020, but the strange part is the Attorney General's Office is not required to issue
regulations until July 1, 2020.

Companies are scrambling to figure out exactly what they're supposed to be doing. It's
crazy that the attorney general can enforce this all the way back to January 1st when his
regulations and guidelines aren't even due until July 1st.

What we're seeing in some of the diligence actions - some of the due diligence that we're
doing now on deals, people are asking a lot of questions about personal information,
whether companies have taken any steps to comply with either GDPR or the California
CPA.

You are probably less likely to have to deal with GDPR. But California is the fifth largest
economy in the world and you'd be hard pressed to find companies that do not have some
sort of connection with California, including California employees, because a consumer
under the Act is defined as someone who resides in California.

There are some thresholds, you have to have at least $25 million in revenue before it
applies. But California, just like with the breach notification laws, it's now the first state in
the union to issue a comprehensive privacy law.

Last year, in 2019, there were around 29 different states that considered passing similar
laws, whether they've been similar to GDPR or similar to the California law. The only one
that passed was a sleeper state, Nevada, Senate Bill 220. It grants consumers the right to
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opt out of the sale of their information or to specifically direct the company not to sell
their personal information in the future.

There has to be some notice on the website that explains those rights. If the business
does any type of business in Nevada, you're going to have to comply with that Act, as
well.

Those are the only two current states that have privacy laws in place that you need to
watch out for, but they're coming. Washington, New York, New Jersey and New Mexico,
specifically today, Washington is having a closed debate in the Senate about their privacy
bill. They are pushing to make their privacy bill the law that everyone follows instead of
California.

Because as I said, California's law is a bit of a mess in the way it's been enacted,
Washington's trying to do a better job. Other states are going to be enacting those, which
raises the issue of when is the federal government going to do something.

Currently, there is a little bit of movement in the Senate. The Senate Committee on
Commerce, republican Senator Roger Wicker from Mississippi has a bill and Senator Maria
Cantwell, democrat from Washington, has a bill. As you can imagine, they are quite
different.

Some of the sticking points, the Republican bill wants complete state preemption,
meaning that the California Act and all of these other state acts that are or could be
enacted would be preempted by the sweeping federal privacy law.

The other sticking point is a private right of action. The republican bill wants it to be only
enforced by the Federal Trade Commission and the democrats want a private right of
action for citizens for a breach. They want state attorneys general to be able to prosecute
that law.

I don't see that happening any time in the next couple years. What I think we're going to
see is a patchwork of privacy laws from different states that are going to be requiring a lot
of different notices put on websites and a lot of different mechanisms that need to be put
in place to comply with a law because these privacy laws give privacy rights back to the
consumers to control their information.

They have a right to ask what information you have on them. They have the right to ask
you to delete it. They have a right to ask you not to sell it. Interestingly enough, under
the California law, sell is not really defined as selling something. Sell includes the
traditional meaning of sell but it also includes giving, sharing, showing to any third party.

If you are sharing personal information with, say, Google Analytics who helps you do
marketing, or you're sharing information with your payroll or you're sharing information -
you're outsourcing your HR, you are quote-unquote selling information under the
Consumer Privacy Act in California. As part of your diligence, you're going to have to
make sure that there are mechanisms in place for consumers to opt out and to exercise
their rights.

That's a broad overview of the regulatory regime. I'll turn it back over to Jeff to wrap up.

 Risk Mitigation - Transaction Agreement Terms and Other Actions

Dodd: Great, thank you. Very informative. I'm going to cover risk mitigation type
techniques.
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Building off what we just heard, and by both Sten and Jamie, you take that entire mix of
legal overlay, the process you've gone through and we talk about identifying how you go
about framing at least the risk profile that you want to address.

I'm not going to get into all the specifics as to each representation warranty you might
ask for. But I do want to set a general overview and framework and then I'll talk a little bit
about some of the topics.

The first thing to observe is when you're setting up how you're going to be able to do
diligence and also considering how you're going to approach the deal, one of the things
you need to have a discussion about is what information can be shared, both from a legal
and other standpoint.

Also, you have a seller that is going to push back on and not necessarily provide full
access because the deal doesn't go, what happens in terms of what they've exposed to
vulnerabilities. There's a fair amount of discussion around all that.

You have the same tools that you would expect with any other type of merger and
acquisition agreement. Reps, warranties, covenants, conditions, indemnities, perhaps an
escrow. We'll focus primarily on the representation and warranties and indemnities.

The other thing I want to stress is that as you go through and you're drafting your
representations and warranties or considering what you're able to obtain in diligence and
you're taking into account the legal overlay that Jamie went through, then what you're
going to do is you're going to sit there and say, "OK, there might not be some things that
necessarily would be covered by the risk mitigation type provision like an indemnity" or
they arguably might be but you still are going to have a fight on your hands potentially.

What you're going to want to look at is what can you address as a pragmatic matter in
integration post-closing. That means that you're going to want to talk to the integration
team that's being put together. What are they expecting to do? How you might be able to
segregate some of the data or look at some of the areas that you didn't really get into
that you'd like to have gotten into and how that might be addressed post-closing.

Because the fact of the matter is once you bought it, you own it. Whether you're able to
get indemnities or not or indemnification coverage, you're still going to have an issue to
deal with.

In terms of representations and warranties, let's say that we're talking about five, six
years ago as Sten was mentioning and it wasn't quite as hot an issue on data privacy and
security. You still have broad representations and warranties as a general rule; there are
all these qualifications. But it's a class of law in compliance with specific things on HR that
one would pick up employee data potentially.

I know when to disclose liabilities and a whole host of things that might have an overlap
with what might be covered by data privacy and data security type issues.

Why would you call out or why do we have specialized representations and warranties and
potentially indemnities?

The answer is the same reason why we have specialized representations and warranties
about environmental matters and HR matters and tax and the like, is that even though
you might be able to find another representation and warranty, the fact is that
representations and warranties are designed to extract information, to call things to
attention that might be broadly covered, and also some of the qualifications and
limitations that might apply with respect to, say, HR as a general rule or HR type reps,
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you might want to have a different focus vis-a-vis the data related issues or the I.T.
systems issues.

Bottom line is that you're seeing more and more specific representations and warranties
dealing with data privacy and also data security.

What you'll find is, as with everything else, there's a pretty wide gulf between what you
see in private deals versus public deals. But with that said, let me focus kind of on the
private scheme because those are usually a little bit more extensive, and talk about some
of the specific subjects.

The first thing to realize is that there will be some specialized definitions. Three come to
mind in particular. One would be potentially a definition of personal identifiable
information.

Because of the regulatory aspects that Jamie mentioned, that's unusually sensitive, highly
controlled. There are rules and regulations that generally deal in a variety of contexts with
personal identifiable information - easy for me to say. There might be a specific definition
on that. There might be a specific definition on privacy laws and potentially as to I.T.
systems.

You need to read those pretty carefully and dissect them because sometimes people will
say privacy laws and obligations are some equivalent. That might include things like the
PCI DSS standard that Jamie mentioned that aren't necessarily legally complied but they
have effectively the force of laws and process your credit card information.

They could also go beyond that. Guidance, enforcement actions, Jamie said, the FTC
doesn't issue rules. But through its enforcement actions, you can tell what - at least get a
pretty good idea what's in or out of bounds. You will see a little bit of a fight or shuffling
around what exactly you're going to include in the concept that otherwise might be left to
laws, rules and regulations.

The specific content of representations and warranties would cover, privacy policies and
even security information policies. Let's focus on privacy policies. There might be a set of
representations saying that you have posted a privacy policy. That the posted privacy
policy reflects, which you in fact do, and you've been compliant with it.

The issues that people negotiate back and forth on are yes as to what I've been doing and
"yes, as far as I know that I've asked my vendors, my host to comply with these type of
privacy standards. But there's a limit to what I can vouch for or a limit to what they're
going to tell me that they actually do."

You're going to get some questions about exactly how far you're going to go with
knowledge, maybe materiality qualifiers specifically. To that, maybe an industry standard.
It could be a timeframe that you'd look at because privacy policies change. How you
handle data is going to change over time. Bottom line there is that there is usually a
unique representation that deals with policies.

There also would be often a representation as to transfer of the data, certainly in an asset
deal. Even in a deal or a merger, you're going to want to know that the transaction is
effective and it doesn't require consents and that it complies with both of your policies and
also the contracts in place as well as the law.

A very delicate representation that you often see, and there's a lot of work around it, is no
incidents or breaches. Now everyone is vulnerable. If you haven't been hacked, if you
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don't have some incident, at least, then you haven't really looked. It is commonplace that
there are a lot of issues that are associated with cybersecurity.

You're not necessarily going to get a blanket representation as to that. Very often what
the seller will do is want to limit to certain types of data, certain types of maybe assets,
known, unknown type of issue come into play; materiality, what type of timeframe. There
are going to be issues about how you define incident, how far you're going to go in
reporting that and where you want it to end up on a disclosure schedule.

There also will be representations very often about whether you've implemented
measures to identify internal-external risk. They kind of build on what Jamie mentioned
about, what the FTC's views are, but go a little bit deeper than that, too.

Just how far you've gone to try to implement measures to identify risks. Then address the
risks that you have identified and remediate them. Again, you're going to get the typical
qualification requests. A lot of them are legitimate. And some of the go along the fault
lines of what we do versus what our third-party vendors do that we rely on to supply
through cloud computing and the like.

You have issues that are unique to that description or unique to these type of
representations but are the same type of things you would expect in the negotiation of
other types of representations and warranties.

Finally, you'll see representations around I.T. systems and software that read a lot like the
asset integrity and sufficiency type reps, but do dig down into viruses, malware,
protection, cyberattack procedures that you use.

Again, there will be some specific negotiations and back and forth on those topics. But
they cover very much the common ground. The final representation that you sometimes
see is cyber-insurance and the like. There are others that can come up in specific cases,
but that's the general menu.

I do want to talk about the indemnification and end on that. Indemnitees are
commonplace. One of the sets of issues that all of you on the phone will know are you're
going to argue over deductible threshold, over caps, over the type of damage potentially,
over timeframes, when you can assert, that type of thing.

All those things are in the mix and certainly would catch up into that the breach of the
representations and warranties I mentioned.

One of the issues that does come up is whether there should be set-asides or escrows or
specific indemnities with respect to particular risks and whether there are different
timeframes that should apply to the representations and warranties that relate to some of
the privacy data security.

The last takeaway that I want you to think about as you craft these is suppose there is a
breach of this representation and warranty. Very often, the question is whether there is
damage or not. There might not be a third-party claim that can be assert; they might not
be standing. There might be a lot of other legal issues. But it has reputation risk.

Is that really going to be the type of damage that you can get through an indemnity?
Likely not.

That's why it puts a premium on what Sten and Jamie were also saying is that some of
the harms that you could get are not necessarily the type of things that we had damage
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to this plant or we had damage to a specific asset. There's a legal noncompliance and you
can point to something that results specifically in some particular harm.

But then again, you're going to want to be very careful to make sure that you include
fines and response cost and that sort of thing. Then you get into damage limitations and
timeframes and exactly what you're going to need to do to prove up that it's directly
related to an incident that the seller caused.

With that, I'm going to end what I have to say. I don't know if anybody on the panel here
wants to jump in and make any other last comments because I know we have only a
couple minutes left.

Hoidal: I'll make one additional comment on risk mitigation. An additional mitigation
measure that I've seen with increasing frequency is rep and warranty insurance. The rep
and warranty insurance policies the insurers will cover sidebar and privacy reps.

The key, though, is that they're going to want to see really good diligence under the
issues and they'll ask very pointed questions about the diligence that was performed
before they're going to insure it.

When GDPR came into effect and now with the CCPA coming into effect, there are lots of
questions about whether (RWI) policies would cover GDPR compliance reps or CCPA
compliance reps. Those are some that, on occasion, you will see excluded but I've also
seen them covered a good deal of frequency. That's the only other risk mitigation
mechanism that I wanted to mention.

Dodd: That's a great point, Sten. You hit the nail on the head. You're seeing it more and
more. That's a whole other negotiation with the insurance carrier.

Jenkins: All right, well, I want to once again thank all our panelists, and thank all of you
for listening. This concludes today's webcast.
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